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ABSTRACT 

In wireless sensor networks (WSNs), security has become a topic of vital importance these days. Message 

authentication is one of the most effective ways to prevent unauthorized and corrupted traffic from being 

forwarded in WSNs. To provide this service, various authentication schemes have been proposed earlier for 

protecting communication authenticity and integrity in WSNs. After analyzing some of the message 

authentication protocols for WSNs it was found that most of them suffer threshold limitation problem or could 

only provide end-to-end authentication. In this paper, these problems are being addressed through ECC 

technology. This scheme not only provides hop-by-hop authentication, but also allows any node in WSNs to 

transmit an unlimited number of messages without suffering the threshold problem. In addition, this scheme can 

also provide message source privacy. This scheme has also been compared with the bi-variate polynomial 

scheme through simulations using MATLAB. 

Keywords- Elliptic curve cryptography (ECC), Source anonymous message authentication (SAMA) 

scheme, source privacy, symmetric-key cryptosystem, public-key cryptosystem, Wireless sensor 

networks (WSNs), 

 

I. INTRODUCTION 

Wireless sensor network (WSN) comprises of a large number of static or mobile sensor nodes which form the 

wireless network using self-organization and multi-hop method. Its basic purpose is to collaborate detection, 

processing and transmitting the object monitoring information in those areas where the network converges [1]. 

The sensor node, sink node and the user node are the three elements of sensor networks. Sensor node is the 

foundation of the whole network which is responsible for the perception of data, data processing, storage of data 

and its transmission. The sensor node can sense many environmental conditions, including temperature and 

humidity, pressure, light condition, vehicle movement, mechanical pressure strength, the speed of the airflow 

direction and other characteristics. The main features of WSNs are self-organization, multi-hop route, dynamic 

network topology, data-centric and security problem. The nodes of the WSN have the automatic networking 

function and the nodes can communicate with each other. In the application of wireless sensor network, 

typically the sensor nodes are placed somewhere with no base network facility, such as a vast area of virgin 

forest, or the danger area where people cannot reach. When a node cannot directly communicate with the 

gateway, it requires other nodes to transmit data, so the network data transmission is a multi-hop routing. There 

are a large number of sensor nodes in WSN and often need to be arranged in a specific monitoring area. The 
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hardware resources of sensor node are limited because of the size and cost constraints. So its computing power, 

storage capacity is relatively weak. Mobile communication network or Ad-hoc network mainly considers how to 

improve the network transmission capacity under current conditions, which is to provide users with a sufficient 

bandwidth, safe and reliable transmission channel. As wireless sensor networks uses wireless transmission, so 

the monitoring data is easy to be intercepted, or even confuse users after tampering. After a large number of 

sensor nodes are captured, the enemy may use them to destroy the existing network. Therefore, in the design of 

WSNs, security problem is the main focus of the study. 

WSNs are designed to operate unattended for long periods of time, so recharging or replacement of battery 

seems to be infeasible or impossible. Hence, computationally intensive cryptographic algorithms such as public-

key cryptosystems and large scale broadcasting-based protocols may not be quite suitable for WSNs. In the 

wireless sensor domain, anybody with an appropriate wireless receiver can monitor and intercept the sensor 

communication [2]. In addition, the adversaries may use expensive radio transceivers and powerful workstations 

to interact with WSNs to get traffic information from a distance because they are not restricted to use sensor 

network hardware. In the worst case, adversaries may be able to take control of some sensor nodes, compromise 

the cryptographic keys and reprogram some sensor nodes. This makes privacy preserving communication in 

WSNs a very challenging research task. Unfortunately, to optimize the sensor nodes for the limited capabilities 

and application specific nature of WSNs, traditionally, security requirements were largely ignored. This leaves 

WSNs vulnerable to security attacks [3].    

 

 

Fig.1: Wireless Sensor Network 

Source-location privacy is an important security issue for WSNs. Lack of location privacy can cause exposure of 

significant information about traffic carried on the network and the physical world entities. While confidentiality 

of a message can be ensured through content encryption, it is much more difficult to adequately address pattern 

and source-location information. Using certain equipments to monitor the transmission direction of any detected 

message, adversaries can easily trace back to the source node hop by hop or deduce the location of the source 

node through traffic analysis [4].  Besides source-location privacy, non-repudiation is another property that 

cannot be ignored for source privacy in wireless communication. Without the non-repudiation, not only 

attackers, but also network administrators cannot get any information about the source. This makes managing 

operations almost impossible for network administrators. Lack of non-repudiation also prevents administrators 

from distinguishing valid messages from fake and unauthorized messages set by attackers. Therefore, attackers 

could carry out flooding attack to disable the wireless communications in WSNs. To summarize, there are two 

aspects that need to be considered for source privacy: source-location privacy and anonymous source 
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authentication. To make secure data transmission over networks cryptography is used. Cryptography is a 

method used to encrypt, or scramble, the contents of a file in such a way that only those with the knowledge of 

how to decrypt, or unscramble, the contents can read them. The algorithm being selected for cryptography must 

fulfill the conditions of integrity protection, conventional message authentication and digital signatures. 

 

Fig.2: Types of Cryptography Techniques 

The paper is organized as follows: Routing protocols for WSNs are discussed in section II. In section III, 

various attacks in WSNs are being explained. Source Anonymous Message Authentication (SAMA) scheme on 

elliptic curve is discussed in section IV. Section V explains the simulation results. Conclusion is given in section 

VI. 

 

II. ROUTING PROTOCOLS FOR WSNs 

Important applications of sensor networks are data gathering and processing. All the data collected by the 

individual sensor nodes need to be sent to the sink node, from where it is accessible by the end user. The 

distributed nature and dynamic topology of WSNs introduces some special requirements of routing protocols 

that should be met. Hence, various routing techniques are introduced for WSNs based on certain characteristics 

like, in-network processing, data aggregation and processing, position of node, clustering nodes, energy 

consumption, etc. The routing protocols for WSNs can be categorized into data-centric or flat-based, 

hierarchical or cluster-based and location-based, depending on the network structure. They can also be divided 

into multipath based, QoS-based depending on how the protocol operates. By having a review of various routing 

protocols, a comparison can be made between various routing protocols which show that the hierarchical 

protocols are proved to be the energy efficient routing protocols. So, data communication is sustained by using 

LEACH protocol in the network [17]. 

A. Hierarchical Protocols 

Hierarchical clustering is an energy efficient communication protocol that can be used by the sensors to report 

their sensed data to the sink. Some of the layered protocols in which a network is composed of several clumps 

(or clusters) of sensors are described below. 

1) LEACH: Low-Energy Adaptive Clustering Hierarchy, i.e. LEACH is the hierarchical clustering algorithm 

for WSNs which was proposed for reducing power consumption. Here, various clusters of the sensor nodes are 

being formed on basis of the received signal strength and use the local cluster heads as routers to the sink. This 

leads to saving of energy since the transmissions will only be done by cluster heads rather than all sensor nodes. 
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Optimal number of cluster heads is estimated to be approximately 5% of the total number of nodes. All the data 

processing functions such as data fusion and aggregation are local to the cluster. The cluster heads change 

randomly over time in order to balance the energy dissipation of the nodes. This decision that which node will 

become a cluster head is made by the node choosing a random number between 0 and 1. The node becomes the 

cluster head for the current round if number is less than the threshold. The nodes start to die randomly and the 

dynamic clustering thus further increases the lifetime of the system. LEACH is distributed completely and 

requires no global knowledge of the network. However, LEACH uses single-hop routing in which each node 

can transmit directly to the sink and the cluster-head. Thus limiting its use for large regions. Also, the idea of 

dynamic clustering brings extra burden, like, head changes, advertisements etc., which may nullify the gain in 

energy consumption [19]. 

2)  PEGASIS: Power-Efficient Gathering in Sensor Information Systems, i.e. PEGASIS is an extension of the 

LEACH protocol. In PEGASIS, various sensor nodes form chains so that each node can transmit and receive 

from a neighboring node and only one node is selected from that chain to transmit data to the base station (sink). 

The data is aggregated while it moves from node to node, and eventually sent to the base station. The chain 

construction is performed in a greedy way. Unlike LEACH, there is no cluster formation in PEGASIS but it uses 

only one node in a chain to transmit to the base station instead of using multiple nodes. The sensor also 

transmits to its local neighbors in the data fusion phase instead of sending directly to its cluster head, as in the 

case of LEACH. Here, the construction phase considers that the sensors already have global knowledge about 

the network especially, the positions of the sensors, and use a greedy approach. The same approach is being 

used when a sensor fails due to low battery power; the chain is constructed by bypassing the failed sensor. In 

each round, a randomly chosen sensor node transmits aggregated data to the sink, thus reducing the per round 

energy consumption as compared to LEACH [20]. 

 

III. ATTACKS IN WSNs 

WSN consists of a large number of small and low cost sensor nodes which are randomly deployed in an area. 

The sensor nodes have computational capability to carry out simple computations and transmit the required 

information [21]. These nodes transmit information to the sink node that aggregates the entire information 

received from other nodes and generates a summary data to be transmitted to another network. These sensor 

nodes can collectively monitor physical and environmental conditions like pressure, temperature, humidity and 

sound vibrations. Such features ensure a wide range of applications for wireless sensor network such as military, 

medical, industrial, disaster relief operations, environmental monitoring, traffic surveillance, agriculture, 

infrastructure monitoring [21][22]. Since the majority of sensor nodes are deployed in hostile environment, they 

are susceptible to various attacks that are caused by malicious or compromised nodes in the network. The 

malicious nodes can alter the normal behavior of the network, tamper with the node’s hardware and software, 

transmit false information, or drop the required information. Hence, security of WSN becomes a critical issue. 

A. Types of attacks 

The attacks on wireless sensor networks can be categorized into several forms but there are basically two main 

types of attacks that an intruder may adopt. 
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1) Passive Attack: A passive attack involves monitoring and listening of the data stream but doesn’t involve 

modification of the data stream. Passive attacks do not cause direct harm to the network as they cannot modify 

the data. Attack against privacy is a passive attack [22]. The goals and effects of this kind of attacker include –  

 Eavesdropping, gathering and stealing information;  

 Compromised privacy and confidentiality  requirements;  

 Storing energy by selfish node and to avoid from cooperation;  

 The WSN functionality degradation;  

 Network partition by non-cooperate in operations [23]. 

2) Active Attack: An active attack involves monitoring, listening and modification of the data stream by the 

malicious nodes/adversaries prevailing inside or outside the network. Active attacks cause direct harm to the 

network because they can manipulate the data stream [22]. Some of the goals and effects of these attacks are:  

 The WSN functionality disruption;  

 The WSN performance degradation;  

 Sensor nodes destruction;  

 Data alteration;  

 Inability in use the WSN's services;  

 Obstructing the operations or to cut off certain nodes from their neighbours. 

 

Fig. 3: Types of attacks 

 

IV. SOURCE ANONYMOUS MESSAGE AUTHENTICATION (SAMA) SCHEME ON 

ELLIPTIC CURVE 

The main idea is that for each message m to be released, the message sender, or the sending node, generates a 

source anonymous message authentication for the message m. The generation is based on the MES scheme on 

elliptic curve. For a ring signature, each ring member is required to compute a forgery signature for all other 
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members in the AS individually. In this scheme, the entire SAMA generation requires only three steps, which 

link all non-senders and the message sender to the SAMA alike. In addition, the design enables the SAMA to be 

verified through a single equation without individually verifying the signatures. 

A. MES Scheme on Elliptic Curve 

Let p > 3 be an odd prime. An elliptic curve E is defined by an equation of the form:  

 

 

where a, b ∈ 𝐹p, and 4 𝑎3
 + 27 𝑏2 

/≡ 0 mod p. The set E(𝐹p ) consist of all points (x, y) ∈ 𝐹p on the curve, 

together with a special point O called the point at infinity.  

       Let G = (𝑥G ,𝑦G ) be a base point on E(𝐹p ) whose order is a very large value N. User A selects a random 

integer 𝑑A ∈ [1,N − 1] as his private key. At that point, he can process his public key 𝑄A from 𝑄A = 𝑑A ×G. 

1) Signature Generation Algorithm: For Alice to sign a message m, she follows these steps –   

 Select a random integer 𝑘A, 1 ≤ 𝑘A ≤ N − 1.  

 Calculate r = 𝑥A mod N, where (𝑥A, A) = kAG. If r = 0, backtrack to step 1.  

 Calculate ℎA  h(m, r), where h is a cryptographic hash function, such as SHA-1, and  means the l leftmost 

bit of the hash.  

 Calculate s = r𝑑A ℎA +𝑘A mod N. If s = 0, go back to step 2.  

 The signature is the pair (r, s). When computing s, the string ha resulting from h(m, r) shall be converted into 

an integer. 

2) Signature Verification Algorithm: For Bob to authenticate Alice's signature, he must have a copy of her 

public key 𝑄A –  

 Check that 𝑄A ̸ = O, otherwise invalid  

 Check that QA lies on the curve  

 Check that n𝑄A = O  

After that, Bob follows these steps to verify the signature –  

 Verify that r and s are integers in [1, N — I]. If not, the signature is invalid.  

 Calculate ℎA  h(m, r), where h is the same function used in the signature generation. 

 Calculate (𝑥1,2) = sG − rℎA 𝑄A mod N.  

 The signature is valid if r = 𝑥1mod N, invalid otherwise.  

In fact, if the signature is correctly generated, then 

(𝑥1,2) = sG - rℎA 𝑄A 

= (r𝑑A ℎA + 𝑘A)G - rℎA 𝑄A 

= 𝑘A 𝐺 + 𝑟ℎAQA - 𝑟ℎA 𝑄A 

= 𝑘A G. 

Therefore, we have 𝑥1= r and the verifier should accept the signature. 

B. SAMA scheme on Elliptic Curve 

Assume that the message sender (say Alice) wishes to transmit a message m secretly from her network node to 

any other nodes. The AS includes n members, 𝐴1,2…….𝐴n, e.g., S = {𝐴1,𝐴2,….𝐴n}, where the actual message 

E : 𝑦2
 = 𝑥3

 + ax + b mod p 
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sender Alice is 𝐴t, for some value t, 1 ≤ t ≤ n. In this dissertation, we will not distinguish between the node Ai 

and its public key 𝑄𝑖. Consequently, we also have S = {𝑄1,2,…𝑄n}. 

1) Authentication generation algorithm: Suppose m is a message to be transmitted.  

The private key of the message sender Alice is 𝑑t, 1 < t < N. To generate an efficient SAMA for message m, 

Alice performs the following three steps:  

 Select a random and pairwise distinctive 𝑘i for each 1 ≤ i ≤ n − 1, i ≠ t, and compute 𝑟i from (𝑟i,i) =𝑘i G.  

 Choose a random 𝑘i ∈ 𝑍p and compute 𝑟t from  

(𝑟t 𝑦t) = 𝑘tG– 𝑟i ℎi 𝑄i such that 𝑟t ≠ 0 and 𝑟t ≠ 𝑟i for any i ≠ t; where ℎi  h(m,𝑟i).  

 Compute s = 𝑘t +  + 𝑟t 𝑑t ℎt mod N.  

The SAMA of the message m is characterized as:  

S(m) = (m, S, 𝑟1, 𝑦1,…,𝑟n ,𝑦n , s). 

2) Verification Algorithm: Verification algorithm for Bob to verify an alleged SAMA (m, S, 𝑟1 , 𝑦1 ,…,𝑟n ,𝑦n, 

s), he must have a copy of the public keys𝑄1 ,…,𝑄n . Then he checks:  

 Check that 𝑄i ≠O; i = 1, ... ,n, otherwise invalid  

 Check that 𝑄i , i = 1, ... , n lies on the curve  

 Checks that n𝑄i = O, i = 1, ... , n  

After that, Bob follows these steps:  

 Verify that 𝑟i ,i , i = 1, ... , n, and s are integers in [1,N − 1]. If not, the signature is invalid.  

 Calculate ℎi   h(m, 𝑟i), where h is the same function used in the signature generation.  

 Calculate (𝑥0 ,𝑦0) = sG –  ℎi 𝑄i  

 The signature is valid if the first coordinate of  yi) equals 𝑥0, invalid otherwise.  

In fact, if the SAMA has been correctly generated without being modified, then we compute  

(𝑥0 ,0) = sG -  ℎi 𝑄i 

= (kt +  + 𝑟t 𝑑t ℎt)G - ℎi 𝑄i 

= +(𝑘t 𝐺- ℎi 𝑄i)  

=  yi) + (rt yt) 

=  yi) 

Therefore, the verifier should always accept the SAMA 

 

V. RESULTS AND DISCUSSIONS 

A. Tool Used 

The tool being used for the simulation is MATLAB (R2014a), developed by Math Works. It is an interactive 

software package which is mainly used for numerical computing. 

B. Parameters Used 

1) Energy Consumption: It is measure of energy consumed at nodes of the network. This shows the energy 

consumed by the nodes in total rounds. 

2) Throughput: Throughput is the rate of production or the rate at which something can be processed. 

Throughput is the measure of comparative effectiveness of a process or an operation. 
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3) Delivery ratio:Ratio of number of packets delivered against the number of packets sent. 

4) Memory Consumption: It is the amount of memory consumed by the nodes to store and processing the 

network information. 

C. Simulation Results of Polynomial Technique 

1) Network and Possibility of Intruders Attack: Here, link between intruder node and other nodes is shown by 

black color and connection between sink node and other nodes is shown by red color. Maximum network range 

is 15m and maximum distance between two nodes is 10m. The distance of the nodes from intruder node is less 

than 10 m, is shown by yellow color. So the nodes close to the intruder node have more probability of being 

hacked by the intruder node than other nodes. The energy of all the nodes is E=0.5 and the probability of the 

node being dead is P=0.2. 

 

Fig.4: Network and possibility of intruders attack 

2) Relation between intruder node, sink node and other nodes: The red color is for the intruder node and link 

between the sink node and nodes is shown with black color. Here, node no.9 is hacked and its identity is stolen 

by the intruder node, known as Sybil attack.  

 

Fig.5: Relation between intruder, sink node and other nodes 

3) Dead Nodes vs. Rounds: Here, we have taken 2000 round and after approx. 400 rounds the energy of nodes 

starts decreasing and upto approx. 1580 rounds all nodes are dead. So after this, communication will be stopped.  
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Fig.6: Dead nodes vs. rounds 

4) Percentage of alive nodes vs. rounds: After approx. 1580 rounds all nodes are dead thus network is left with 

0% alive nodes. 

 

Fig.7: Percentage of alive nodes vs. rounds 

5) Energy vs. rounds: After approx. 1580 rounds all the energy is consumed by the nodes thus leaving the 

whole network dead. 

 

Fig.8: Energy vs. Rounds 

6) Throughput vs. Rounds: This graph shows that the data is processed or communicated efficiently upto how 

much rounds. 
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Fig.9: Throughput vs. rounds 

D. Simulation results of SAMA technique 

1) Dead vs. Rounds: We have taken 2000 rounds and after approx. 440 rounds, the energy of nodes starts 

decreasing and upto approx. 1600 rounds all nodes are dead. So after this, communication will be stopped as all 

nodes are dead in the network. So, network using SAMA technique conserves more energy than using 

polynomial technique.  

 

Fig.10: Dead vs. Rounds 

2)  Percentage of alive nodes vs. rounds: After approx. 1600 rounds all nodes are dead thus network is left with 

0% alive nodes. 

 

Fig.11: Percentage of alive nodes vs. Rounds 

3) Energy vs. rounds: After approx. 1600 rounds all the energy is consumed by the nodes while communicating 

and thus leaving the whole network dead. 
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Fig.12: Energy vs. Rounds 

4) Throughput vs. Rounds: Throughput is the measure of comparative effectiveness of a process or an 

operation. 

 

Fig.13: Throughput vs. Rounds 

The simulation results demonstrate that our proposed scheme has a much lower energy consumption  and the 

delivery ratio of our scheme is slightly better than the bivariate polynomial-based scheme. Morever, the overall 

memory consumption for the bivariate polynomial-based scheme is at least 5 times larger than our proposed 

scheme.  

 

VI. CONCLUSION 

In this paper, source anonymous message authentication scheme (SAMA) based on elliptic curve cryptography 

(ECC) is implemented using MATLAB software for the purpose of security of WSN. While ensuring message 

privacy, SAMA can be applied to any messages to provide hop-by-hop message content authenticity without the 

weakness of the built-in threshold of the polynomial-based scheme. Both theoretical and simulation results, 

conducted using MATLAB, show that, in comparable scenarios this proposed scheme is more efficient than the 

bivariate polynomial-based scheme in terms of energy consumption, and overall throughput. The results also 

demonstrate that the proposed scheme is secure with light overhead. In future, energy and security are both 

important design issues for WSNs. An interesting research topic that can be investigated is to develop a novel 

secure and energy aware routing protocol that can address these two issues concurrently through balanced 

energy consumption and probabilistic random walking. Based on the tradeoff relationship between security and 

energy, this protocol should provide tunable security level and energy consumption pattern. More detailed 

further researches in these supportive topics can be carried out. 
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